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AKCVE- Detail
MODIFIED

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result in further changes to
the information provided.

Description

Me‘lrICS CVSS Version 4.0 CVSS Version 3.x CVSS Version 2.0

m | NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information contributed by other sources is also displayed.

CVSS 3.x Severity and Vector Strings:

e

@ NIST: NVD CEREE .0 criTical | Vector: CVSS:3.1/AV:N/AC:H/PR:N/ULN/S:C/C:H/1:H/AH
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91\ EB 0) I P 75\ ro *I] ﬁ é *L T— [ The API ListBuckets was invoked from a Kali Linux computer. =) PenTest:1AMUser/KaliLinux
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- 83 / \ b- “J I\ 0) 75\ Hy é *L T, o 83 B UCket O Credentials for instance role S5RFTestRole were used from an external IP address. e UnauthotizedAccess:1AMUser/

InstanceCredentialExfiltration.OutsideAWS
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Effects (1), Software and Configuration Checks (18), TTPs (1), UnusualBehavior:AllAccounts (2) = BIRIEE
2025/02/21 15:00 - 2025/02/21 15:59 UTC

p BIBUE 5
CDABAZOTAITRERUETR. BEBRIIN—TAOET7ATLEERV THAZRETEET. IOTA 7 TLABEERTRERT 3. FANERTRENET. cd F—ZRUHSHVvHTEIH. Crl
© o= - 59 wn F-ZRUBHB RSy ITaE, BRI T 71 CRERRTRRTEET.
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0034200622 -
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Effects (1), Software and Configuration Checks (18), TTPs (1) &= K
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Credentials exfiltration and vulnerabilities
on i-052790e86fd21d5aa using
SSRFTestRole

Credentials for role SSRFTestRole were exfiltrated
from i-052790e86fd21d5aa to external IP
49,

Ports 80 and 3389 were externally reachable on
i-052790e86fd21d5aa.

i-052790e86fd21d5aa had CVE vulnerabilities
affecting Apache HTTP Server.

Discovery API call originated from potential
penetration testing system at 49.
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2025/02/21 15:59 - 2025/02/21 15:59 UTC
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Credentials for instance role SSRFTestRole were used from an external

WA IP address.
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SSRFTestRole Aws O—)L —_ W 2
(/\ 5 (@ t \ b b\ 5 The API ListBuckets was invoked from a Kali Linux computer.
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Effects (1), Software and Configuration Checks (18), TTPs (1), UnusualBehavior:AllAccounts (2) BRIEE 1
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Credentials exfiltration and vulnerabilities
on i-052790e86fd21d5aa using
SSRFTestRole

Credentials for role SSRFTestRole were exfiltrated
from i-052790e86fd21d5aa to external IP
49.

Ports 80 and 3389 were externally reachable on
i-052790e86fd21d5aa.

i-052790e86fd21d5aa had CVE vulnerabilities
affecting Apache HTTP Server.

Discovery API call originated from potential
penetration testing system at 49.
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0O EC2 instances should not have a public Security Hub | M DS V /I e: V 2 0) gulatory
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0O EC2 instances should not have a public
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0O EC2 instances should use Instance
Metadata Service Version 2 (IMDSv2)
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2. WebZ7 FUHr— 3 UM 3. IMDSAY JAKCVE-2021-40438 Detail
IMDSIZ!) 2 TR F&1EE LARREIRT MODIFIED

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result in further changes to
the information provided.

Description
E N —_ > - A crafted request uri-path can cause mod_proxy to forward the request to an origin server choosen by the remote user. This issue affects
1. J& %‘h‘Web77°U’7' avlz q p _proxy a g y
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4. WEEMNIMDSH D

Me‘lrICS CVSS Version 4.0 CVSS Version 3.x CVSS Version 2.0

NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information contributed by other sources is also displayed.
CVSS 3.x Severity and Vector Strings:

@ NIST: NVD CEREE .0 criTical | Vector: CVSS:3.1/AV:N/AC:H/PR:N/ULN/S:C/C:H/1:H/AH
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5 . I& Eé% 75 R IJIE'I =] #& é "—'\ [ The API ListBuckets was invoked from a Kali Linux computer. =] PenTest:IAMUser/KaliLinux
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